HNugopmanmonnasi naMsATKA 11 HeCOBEPILICHHOJIETHHUX I10 BOIIPOCAM

KH0ep0e30NACHOCTH B C€TH NHTEPHET

KoMmnbloTepHble BUPYCHI

KomnproTepHslii BUPYC — 3TO Pa3sHOBUAHOCTH KOMIIBIOTEPHBIX IPOTPaMM,

OTJINYHATEILHON 0COOCHHOCTHIO KOTOpOﬁ SBJIAIETCS CITOCOOHOCTH K Pa3MHOKCHHUIO

(xonupoBanuio). B nomonHeHWe K 3TOMY, BHUPYCHl MOTYT TMOBPEIUTH WIH

IMOJIHOCTBIO YHUYTOKHUTL BCC q)aﬁJIBI U JaHHBIC, IIOAKOHTPOJIBHBIC I10JIB30BATCIIIO,

OT UMEHU KOTOPOTo Oblila 3amylleHa 3apak€HHas MporpamMma, a TaKke MOBPEIUTh

WIN QK€ YHUUYTOXKUTH ONEPAMOHHYIO CUCTEMY CO BCceMHU (pailnamu B 1eiom. B

OOJIBLIIMHCTBE CIIy4acB pacCIIpoCTPpaHAIOTCA BUPYChI UCPC3 HHTCPHCT.

MeToabl 3a1IUTHI OT BPEAOHOCHBIX IPOrPaMM:

1.  Hcnonb3yil COBpEMEHHBIE ONEPAlMOHHBIE CUCTEMbI, UMEIOILNE
CEpbE3HBIN YPOBEHB 3aLIUTHI OT BPEIOHOCHBIX IIPOIPAMM;

2. [locTostHHO — ycTaHaBiuMBail maTud (UUQPPOBBIE 3aIlIaTKH,
KOTOpblE€ aBTOMATUYECKM YCTaHABIMBAIOTCS C LEJNbIO  J10pabOTKH
OporpaMMbl) U JpyrHe OOHOBJIEHUS CBOEH OINEpalOHHON CHCTEMBI.
CkaunBaii ux TOJBKO ¢ oduimanbHOro cairta paspaborunka OC. Ecnu
CYILIECTBYET PEKUM aBTOMATUYECKOTO OOHOBJICHHUS, BKJIIOUYH €Tr0;

3. Pabortaif Ha cBOeM KOMITbIOTEpE MO/ MpaBaMu TMOJIH30BATEIsI, a
HE aJMHUHHCTpaTOopa. OTO HE TO3BOJUT OOJBIIMHCTBY BPEAOHOCHBIX
IpOrpaMM MHCTAJUIMPOBATHCSI HA TBOEM IEPCOHATIBHOM KOMITBIOTEPE;

4.  Vcnonw3yil aHTUBUPYCHBIE IPOTPAMMHBIE TPOIYKTHI U3BECTHBIX
MPOU3BOIMTEIIEH, C aBTOMAaTHUYECKUM OOHOBIIEHUEM 0a3;

S. Orpannup  (U3MYECKUH  JOCTYyH K  KOMIIBIOTEpY  JJis
MOCTOPOHHUX JIMLL;

6. Hcnonw3yit BHemHME HOCHTENW WHPOPMAIMK, TaKue Kak
bnemka, auck winu (daitn u3 HHTEepHETa, TOIBKO W3 MPOBEPEHHBIX
HUCTOYHHUKOB,;

7. He otkpbiBaii KOMIbIOTEpHbIE (ailibl, MOJXyYEeHHBIE U3
HEHAJS&KHBIX MCTOYHUKOB. Jlaxke Te aiinbl, KOTOpble MpUCTIal TBOH

3HaKOMbI. Jlydilie yTo4HM y HETo, OTIPABJISUI JIM OH TeOe UX.



Ceru WI-FI

C nomoripio WI-Fi MOXXHO MOJIY4YUTh OCCIUIATHBIA HHTEPHET-IAOCTYII B

OOIIIECTBEHHBIX MecTax: Kade, OTeNsIX, TOProBbIX IEHTPAX U a’pornoprax. Tak xe
ABJISICTCS OTJIMYHOM BO3MOXHOCTBIO BbIXOJa B MHTepHeT. Ho MHOTrME skcnepThl
CUMTAIOT, 4TO o0mmenoctynusie Wi-Fi cetu He aBIsAIOTCS 6€30MacHBIMHU.

CogeThbl 110 0€30I1aCHOCTH PA0OTHI B 001IeI0CTYNHBIX ceTsax Wi-Fi

1. He nmepenaBaii cBOO JMYHYIO HHOpMaLUIO  yepe3
obmenoctynueie Wi-Fi cetu. Paboras B HHX, jKelaTeJbHO HE BBOJUTH
MapoJiv J0CTyTa, JIOTHHBI U KaKUe-TO HOMEPA,

2. Hcnons3yil W OOHOBJISN aAHTUBUPYCHBIE NPOrpaMMbl U
Opanamaysp. TeM caMbIM Thl 00€30MacUIIIb ce0sl OT 3aKaYKU BUpyca Ha TBOE
YCTPOMCTBO;

3. [Ipu wucnonb3zoBanun Wi-Fi otkimoun QyHkimo  «O0mmit
JOCTYTI K ¢aiiiam u mpuHTepam». JlanHas QyHKIHS 3aKphITa IO YMOJTYaHUIO,
OJTHAKO HEKOTOpHIC IIOJNH30BATEIM AaKTUBHPYIOT €€ i yaoOcTBa
UCII0JIb30BaHUs B paboTe min yueoe;

4, He wucnonw3yit myomuunsii WI-FI mis mepemaum  audHbBIX
JTAHHBIX, HAIPUMEp, ISl BBIXOJa B COLIMATIBHBIC CETH WUJIU B DJIEKTPOHHYIO
TouTY;

S. Hcnonp3yii Tonpko 3amuuieHHoe coenunenne yepe3 HTTPS, a
He HTTP, 1.e. mpu Habope Beb-anpeca BBOAU UMEHHO «https://»;

6. B Mob6unbHOM Tenedone otkimoun dyHkuuo «lloakmoduenne K
Wi-Fi aBromarmueckm». He momyckaii aBTOMATHYECKOIO IOIKIIOYCHHS

ycTpoicTia K cetsim Wi-Fi 0e3 TBoero cornacus.

ConunajbHbIe CeTH

CoumanbHasi CeTh - 3TO CalT, KOTOPBIA MPEIOCTABIISIET BO3MOKHOCTD JIFOISIM
OCYIIECTBJIATh OOIIEeHHEe MeXIy coOoii B mHTepHeTe. Yaimie BCero B HHX IS
Ka)XJIOT0 YeJIOBEKa BBIJICIISICTCS CBOS JIMUHASI CTPAHUYKA, HA KOTOPOU OH yKa3bIBaeT
0 cebe pasziIuuHyro uWH(OpMalUio, HAaUMHAs OT UMEHHU, (PaMUIUU U 3aKaHYHBas
JUYHBIMU QoTorpadusimu. MHOTHE MOTB30BaTENN HE TOHUMAIOT, 9TO MH(pOpMaIus,
pa3MeIeHHas MU B COITMATIbHBIX CETIX, MOXKET OBITh Hal/IeHA U HCTIOJb30BaHa KEM

YIroaHo, B TOM 4YHCJIC HC 00s13aTeNLHO ¢ OJIaruMHu HaMCPCHUAMU.



OcHOBHBIE COBETHI 110 0€30MACHOCTH B COLHAJIBHBIX CETHAX:

1. Orpanuub CIUCOK Apy3ei. Y TeOst B APY3bAX HE JOHKHO OBITh
CIIy4allHbIX U HE3HAKOMBIX JIFOAEH;

2. 3ammiiail CBOIO YacTHYIO »KM3Hb. He yka3biBail mnaposiu,
TeneoHbI, aipeca, 1aTy TBOETO POXKACHUS U APYTYIO TUIHYIO0 HHPOPMAIIHIO.
3110yMBIIUIEHHUKHA MOTYT MCIIOIb30BaTh Aake WH(OPMAIUIO O TOM, KaK Thl
Y TBOU POJIMTEINH IUIAHUPYETE MTPOBECTU KAHUKYJIBI;

3. 3amminai CBOIO pEIyTaluio — JIEPKU €€ B UACTOTE U 3aJaBai
cebe Bompoc: XOTeNn Obl Thl, YTOOBI APYTHE MOJB30BATENN BUAEIH, YTO ThI
3arpyxaenib? Ilomymaii, mpexae yeMm 4To-TO OMyOJMKOBaTh, HaNUCaTh U
3arpy3HTh;

4.  Ecnam Tl TOBOpHUIIL C JIOJIBMH, KOTOPBIX HE 3HAEllb, HE
UCIOJIB3YH CBOE peajbHOE UM U APYTYIO JUYHYIO UH(OPMALIUU: UMsI, MECTO
KUTEIbCTBA, MECTO yueObl U MpoUee;

5.  M3berait pasmemienus ¢ortorpaguit B MHTEepHeTe, rAe Tbl
U300pakeH Ha MECTHOCTHU, 10 KOTOPOH MOXXHO ONpPEIEIUTh TBOE
MECTOIOJIOKECHHUE;

6. [Ipu peructpaiuu B COUMAIBHONM CETH  HEOOXOAMMO
UCIIOJI30BaTh CIIOXKHBIE MAapoJiM, cocrosiue Hu3 OykB M umupp U C
KOJIMYECTBOM 3HAKOB HE MEHee §;

7. JIist conmanbHOM CEeTH, TOYTHI M JIPYTUX CAUTOB HEOOXOAMMO
UCIIOJIb30BaTh pa3Hble Mmapoiu. Torma ecau TeOsS  B3JIOMAKOT, TO

3JIOYMBINUJICHHUKHU I10JIYy4aT AOCTYII TOJBKO K OJHOMY MCCTY, 4 HC BO BCC

cpasy.

DJICKTPOHHbIE TeHbLI'H

DNEeKTPOHHBIC JEHBI'M — 3TO OYEHb YAOOHBIM CIOCOO TUIATEKEW, OJHAKO
CYIIECTBYIOT MOLIEHHUKH, KOTOPBIE XOTAT MOJIYYNUTh 3TH JCHBIH.

DJIEKTPOHHBIE IEHBIY MOSIBUJIMCH COBCEM HEJABHO U UMEHHO M3-3a 3TOTO BO
MHOTHUX FOCyAapCTBax /10 CUX MOP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun sxe oHr G yHKIIMOHUPYIOT U O HUX YK€ TIPOIMCAHO B 3aKOHE, T/I€ UX
pPa3geNsaOT Ha HECKOJIBKO BUIOB — AHOHUMHBIE U HE aHOHUMHbIE. Pa3Huia B TOM,
YTO aHOHUMHBIE — 3TO T€, B KOTOPBIX pa3pemiaeTcs MPOBOAUTH Omepaimu 0e3
UJeHTU(UKALIY TT0JIb30BaTENs, @ B HE aHOHUMHBIX UACHTU(UKAIIMY TOJIb30BaTENs

SIBIIICTCS 0053aTEIHLHOM.



Taxxe crnemyer pa3nuyaTh OJJIEKTPOHHBbIE (HUATHBIE JEHBIU (PaBHBI
rOCyJapCTBEHHBIM BaJIOTaM) M JJIEKTPOHHbIE He(dUaTHbIE JACHBIM (HE PaBHBI
roCyapCTBEHHBIM BAJIIOTaM).

OcHoBHBIE COBETBI 110 0€30NACHOM padoTe ¢ ITeKTPOHHBIMU ICHbI AMU:

1. [TpuBskH K c4eTy MOOMIIBHBIN TeaePOoH. ITO caMblil yTOOHBIH U
OBICTPBINA CTOCOO BOCCTAHOBHUTH JOCTYH K cuery. [IpuBsizannbiii TenedoH
MIOMOKET, €Cu 3a0y/Ielllb CBOM IUIATEKHBIN NMapoJib WU 3aiiIelllb Ha CalT C
HE3HAKOMOT'0 YCTPOUCTBA;

2. Ucnonw3yii onHopazoBele maponu. llocne mepexoma Ha
YCUJICHHYIO aBTOpPHU3ALUIO TeOe yKe He OylleT yrpoKaTh OMACHOCTh KpaXu
WJIM TIEpEXBaTa IIaTeKHOIO MapoJs;

3.  BriOepu cnoxsbsiii maposns. [IpectynHukam Oyzaer He IpoOCTO
yrajaarh CIOXHBIA Maposib. HaxexxHele mapoim — 3TO IMapoJid, KOTOpPbIE
coJiep>KaT HE MEHEee 8 3HaKOB M BKJIIOYAIOT B €05l CTPOUYHBIE U MPOIHCHBIE
OyKBBI, IU(pPBI U HECKOJBKO CHMBOJIOB, TAKME KakK 3HaK JoJuiapa, (yHTa,
BOCKJIMIIATEIbHBIN 3HAK U T.1. Hampumep, StROng!;;

4. He BBOAM CBOM JMYHBIE JAHHBIE Ha caillTax, KOTOPbIM HE

JOBEPSIEILIb.

DJCKTPOHHAS MOUYTA

DJIEKTPOHHAS MOYTa — 3TO TEXHOJOTHUS U MPEAOCTABISIEMbIE €10 YCIYTH IO
MEPECHUIKE U MOJTYUYEHHUIO IEKTPOHHBIX COOOIIECHUH, KOTOPhIE paclpeieaioTcs B
KOMIbIOTEpHOH ceTh. OOBIYHO DIEKTPOHHBIM IMOYTOBBIA SIIUK  BBITJISIUT
CJIeIyIOIUM 00pa3oM: UMsI_TOb30BaTeNsi(@umMs_JtomeHa. Takxe Kpome nepeaadu
MPOCTOT0 TEKCTA, UMEETCS BO3MOKHOCTh Mepe1aBaTh (pailyibl.

OcHOBHBIE COBETHI M0 0€30MaCHO padoTe € 3JIeKTPOHHOM MOYTOM:

1. Hano BeIOpaTh mpaBWIIbHBIA MOYTOBBIN cepBuc. B MHTepHeTe
€CTh OTPOMHBIM BHIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIyYIIe
JIOBEPATH TEM, KOI'0 3HACIIb U KTO NIEPBBIM B PEUTHUHTE;

2. He yka3piBaii B JMYHOM TMOYTE JIMYHYIO HWHQPOpPMAIIHUIO.
Hampumep, nydimie BbIOpaTh «My3bIKaIbHBIN (aHaT@» uiu «pok2013»
BMeECTO «TeMal3y;

3. Hcnons3yil IBYX3TalmHYH aBTOPU3ALMIO. JTO KOrJa MOMHMO

napoJisi Hy>KHO BBOJUTH KOJI, MpUChUIaeMblid 10 SMS;



4, BriOepu ciioxHBIM maponb. s KakIoro Mmo4TOBOIO SIIKKa
JIOJDKEH OBITh CBOM HAJIC)KHBIN, YCTOMYHMBBIN K B3JIOMY MTapOJIb;

S. Ecnu ectp BO3MOXHOCTh HamucaTh CaMOMY CBOWM JIMYHBIN
BOIIPOC, UCIIOJIB3YH 3Ty BO3MOXKHOCTb;

6. HUcnonb3yidi HECKOJIBKO TMOYTOBBIX SIIUMKOB. llepBwiii Jis
YaCTHOM TIEPENHUCKUA C aJapecaTaMd, KOTOPbIM Tbhl JOBEpSCHIb. JTO
AJIEKTPOHHBIN aJipec He HaJI0 UCTIOIb30BaTh MPU PETUCTpaIui Ha (popymax u
calTax;

7. He otkpbiBaii Qaiisiel v Apyrue BIOKEHHUS B MUCbMaXx JTaXe €Clu
OHM NPHIUIA OT TBOUX Jpy3el. Jlydile yTouHM y HUX, OTHPABISUIA JIK OHU
Tebe 3TH (ailibl;

8. [locne oxoHuaHust paOOTBl Ha IOYTOBOM CEpPBUCE TNEPEN

3aKPBITHCM BKJIAAKH C CalTOM HE 336}’,&5 HaXkaTh Ha « BeIATHY.

KuoepOv/LINHT WM BUPTVAJLHOE H31€BATEILCTBO

KubepOymnuHr —  mpeciiejoBaHHE  COOOUICHMSIMHM,  COAEpKaIlUMU
OCKOpOJIeHUS, arpeccuro, 3aIlyTMBaHUE; XYJUTaHCTBO; COLIMAJIBHOE
OOMKOTHUPOBAHUE C MOMOIIBIO PA3TMYHBIX HHTEPHET-CEPBUCOB.

OcHoOBHBIE COBETHI 10 00pBHOE ¢ KUOEPOYJIITMHIOM:

1.  He Opocaiics B 60i. JIyumnii cmoco0: mocoBeTOBaThCA Kak ce0st

BECTM U, €CIM HET TOro, K KOMY MOXHO OOpaTuTbCsi, TO BHayaie

ycroKouThes. Eciu Thl HaUHElb 0TBeYaTh OCKOPOICHUAMH Ha OCKOpOJIeHUS,

TO TOJIBKO €Il O0JIbIIIe Pa30XOKeIb KOH(IUKT;

2. Ympasisii cBoelt kubeppemyTaiueii;
3. AHOHUMHOCTL B cetd MHHUMas. CylecTBYIOT CIOCOObI

BBISICHUTB, KTO CTOUT 33 aHOHUMHBIM aKKayHTOM;

4, He croutr Bectn Xynuranckuii oOpa3 BUPTYyalIbHOW IKU3HU.

HuTepHeT hukcupyer Bce TBOU JEHCTBUS U COXPAHACT UX. Y TATUTh UX OyeT

KpaiHe 3aTpyAHUTEIIBHO;

5. Benu cebs BEXINBO;
6. Urnopupyn €AMHUYHBIN HETaTHUB. OnHopa3zoBbie

OCKOPOUTEbHBIC COOOIICHHs Jyd4Illle WUTHOpUpoBaTh. OOBIUHO arpeccus

IpeKpaIaeTcs Ha HadalbHOM CTaIuu;



/. banm arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMU
COOOIICHUSMU, B COLHMAIBHBIX CETSAX €CTh BO3MOXKHOCTH OJIOKUPOBKU
OTIPaBKH COOOIIEHHIA C OMPEIEIIEHHBIX aPECOB;

8. Ecmm TBhl cBuzmerenr kubepOymimnra. TBou nmedcTBus:
BBICTYIIUTh MPOTHB MpECcienoBaTeNs, MOoKa3aTh €My, YTO €ro JAeWCTBUA
OLIEHMBAIOTCSI ~ HETaTUBHO, TOAJEpKaThb KEPTBY, KOTOPOH HYyKHa
IICHXOJIOTHYECKasi TOMOIIb, COOOIIUTH B3POCIBIM O (haKTe arpecCUBHOIO

ITIOBCIACHHUA B CCTH.

MoouanLHbBIN TeJaehoH

CoBpeMeHHbIe CMapTQOHBI U TJIAHIIIETHI COJIEPXKAT B ce0€ BIOJHE B3POCIBIN
GyHKIMOHAT, W TEmepb OHM MOTYT KOHKYpHUpPOBaTh CO CTallMOHAPHBIMU
KoMIlboTepamMu. OTHAKO, CPEACTB 3AIIUTHI 1JIs1 TOJJOOHBIX YCTPONUCTB TTOKA OYEHB
Majo. TecTupoBaHue U MOUCK YSI3BUMOCTEN B HUX IIPOUCXOJIUT HE TAK MHTEHCUBHO,
kak i [1K, o ke camoe kacaeTcsi 1 MOOMIbHBIX TPUIIOKEHUH.

CoBpeMeHHbIE MOOWIbHBIE Opay3epbl yXKe MpaKTHUYeCKH JOTHAJH
HACTOJIbHBIE AaHAJOTH, OJIHAKO pacHIMpeHue (yHKIMOHAla BIeYeT 3a coOoM
OO0JIBILIYIO CII0)KHOCTh U MEHBIIYIO 3aIUIIEHHOCTb.

Jlanexko He Bce MPOU3BOAUTEIM BBITYCKAIOT OOHOBJIEHHS, 3aKpPbIBAIOIINE
KPUTUYECKUE YSI3BUMOCTH JIJISl CBOUX YCTPOUCTB.

OcHOBHBIE COBeTHI 71 0€30MACHOCTH MOOWJIBLHOIO TesledoHa:

1. Bynb octopoxeH, Beap Korja Tede mpeasiaraloT OecIuiaTHBIN

KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO IJIATHBIC YCIYTH;

2. Hymaii, npexae yeMm otnpaButb SMS, ¢oto wim Buaeo. Tbl

TOYHO 3HAElllb, I7I€ OHU OyAYyT B KOHEUHOM UTOre?

3. Heobxomumo OOHOBIATH OMNEPALMOHHYIO CHCTEMY TBOETO
cMapTQoHa;
4, Hcrnonp3yil aHTUBUPYCHBIE TMPOTPAMMBI IS  MOOWMIIBHBIX

TenedOoHOB;

S. He 3arpyxail npuiaokeHus OT HEU3BECTHOIO MCTOYHHKA, BEIlb

OHHU MOTYT COJIEPKaTh BPEAOHOCHOE MPOTpaMMHOE 00€CTICUCHHUE;

6. ITociie TOoro kak Thl BBIWJCIIL C CAWTa, 1€ BBOAWJ JIMYHYIO
uH(pOpMaIIO, 3aii/IM B HACTPOUKHU Opay3epa u yJaiau cookies;
7. [leppoguueckun  mpoBepsil  Kakue  IUIATHBIE  YCIYTH

AKTUBHUPOBAHLI HA TBOEM HOMEPC,



8. JlaBaii cBoii HOMEP MOOWIBHOTO TeleoHa TOJBKO JIHOMISIM,
KOTOPBIX THI 3HACIIb U KOMY JIOBEPSICIIIb;
9. Bluetooth pgomkeH OBITH BBIKIIOYEH, KOrga Thl HM HE

noJsib3yenibes. He 3a0b1Bail HHOT 1A IPOBEPSITH 3TO.

OUINHHT WIH KPAa’Ka JHYHbIX JJAHHBIX

['maBHas uens QummHr — Buma HHTepHET-MOIIEHHHMYECTBa, COCTOUT B
MOJIyYeHUH KOHPUICHIIMAIbHBIX JaHHBIX MMOJIb30BaTeNeH — JIOTMHOB U naposeil. Ha
anrauiickoM si3pike phishing untaercsa kak ¢umuHr (ot fishing — peiOHas 0B,
password — mapoJib).

OcHOBHBIE COBETHI IO 0OPBHOE ¢ PUIINHTOM:

1. Crnenu 3a cBOMM akkayHTOM. Eciiu ThI 1of103peBacliib, 4TO TBOS
aHkeTa OblJIa B3JIOMaHa, TO HEOOXOJMMO 3a0JIOKMPOBATH €€ U COOOIIHTH
aMUHUCTpPATOpaM pecypca 00 3TOM KaK MOXKHO CKOpEE;

2. Ucnonb3yit Ge3omacHbie BeO-CalThl, B TOM YHUCJE, UHTEPHET-
Mara3uHOB U TTOMCKOBBIX CUCTEM;

3.  Hcnonb3yii cnokHble U pa3Hbie mapoiiu. TakuMm o0pazoM, eciu
Te0sl B3JIOMAIOT, TO 3JOYMBIIUICHHUKHU TOJIY4YaT OCTYIM TOJILKO K OJHOMY
TBOEMY NMPODUIIIO B CETH, & HE KO BCEM;

4, Ecnu Te0s B310Masu, To HEOOX0IUMO MPEAYIPEIUTH BCEX CBOUX
3HAKOMBIX, KOTOPBIE I00aBICHBI Y T€OS B IPY3bsIX, O TOM, UYTO T€OsI B3IIOMAaIU
M, BO3MOXKHO, OT TBOETO MMEHHU OYJET pacChUIaThCsl CllaM M CCBUIKM Ha

(UIMHTOBBIE CANTHI;

S. VYcranoBu HagexHbli napodib (PIN) Ha MOOUIBHBIN TenedoH;
6. OTkI09M cCOXpaHEeHHUE MapoJis B Opaysepe;
1. He oTkpsiBaii ¢aitinel 1 Apyrue BIOKEHHUS B TUChMaX JIa)Ke ECIH

OHM NPHIUIA OT TBOUX Jpy3el. Jlydile yTouHu y HUX, OTHPABIUIMA JIA OHU

Tebe T (aiiibl.
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